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Introduction to IPSecurityCenter

1.0 INTRODUCTION

The aim of thislocumentis to explain the vision and rationale behind the development of IPSecurityCenter and its
feature set.

Thisdocumentgives a highlevel view of IPSecurityCenter. Starting by introducingttinee elements formingthe

backbone of the systenit explains how the functionality of the application is divided, gives examples of the system in
practice and concludes with an analysis of where individual system features sit.
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2.0 CURRENT SITUATION

2.1 Uncoupled Systems

Formanyyearssecurity systenmanufacturers have used proprietary protocols as a means of locking thesardnto

their technology. As physical security and IT convgigeconcept of uncoupled systems is no longer acceptable. A new
solution is needed that takes the principals established in the IT world, and applies them to physical security.
IPSecurityCent€¥a | LILINR | OK (2 aéadasSvya AydSaNrdiAzy SyadaNBa GKI
exposed, and Security Managers exploitthis to protect and enhanctheir existing investments.

2.2 Fragmented Information

Control rooms process a great deal of information, often built up over many years of experience of how to react to a
given situation. Most have papérased securitpolicy definitions, extensive training manuals and many sources of
inbound information (CCTV, access control, BMS etc). This informatisnally outof-date, not readily availabland
fragmented.

IPSecurityCenteunnifies the presentation of this infmation. Using the Response Plan and GUI Desigggstems
integratorgend-users can easily determine what information is available to which operator, and how that information
is presented.

The presentation of information from IPSecurityCenter goes bdyba control room. By communicating via SMS,

email and telephony, IPSecurityCenter provides a holistic view of an incident and delivers vital information to and from
response teams and stakeholders. By integrating with other business systems, suchRSddRyjtyCenter can update

and act upon changes to security status and threat automaticadlysuring a consistent and auditable enterprisile
security policy.

2.3 Data Islands

Many control rooms have resorted to bespoke systems for storing operdtioftamation such as incident forms and
operator statistics. Much of the information used by operators is still pdyzesed (notes on a pibhoard etc) and not
linked to their operational workstation.

IPSecurityCentespens up access to this informatiamd provides means of sending context based information to the

2LISNI i2NB 6KSYy AGQ&a ySSRSRo

For example, the control room hago databasespnewith site contact informationand onewith incident form data.
IPSecurityCentemifies these separate systerpresenting the operator with site information when an alarcoursand
providing an interface for entering incident form data when the alarm is resolved.

5FdF Ay GKSasS WwaatlkryRaQ OFy I f a2 -for@ingkhé baSidiNBnadeniedtR | Y R
reports.

2.4 Security policy execution in the hands of untrained personnel

The execution of a security policy should be just that, execution. When serious incidents occur there is no room for
ambiguity or operatoiinterpretation of the polig. IPSecurityCentdr f £ 2 a8 (GKS a0l GA O WINI AYyA
into Response Plans that governiaoperators sees what, and how they are allowed to react to the unfolding

situation. This gives the Security Manager much greater control overiwipatsented to operators and greatly aids
accountability.
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2.5 Difficult to extract management and operational Information

Often operator efficiency and other management statistics arerpatlily availablén the control room environment. In
an I'Fbasal callcentrefor example, the manager would have access to management statistics such as operator
performance and call rates etc through the eadhtre management systemiPSecurityCentdurings this level of
granularity to the control room environment.

Reports can be defined and scheduled, and metrics set. Response Plans can be setup to regpsusetime and
2U0KSNI 2LISNF GA2Y It AYTF2NNIGA2yd wSLER2NIa Oy Ffaz2 o6S RS
generated the most error signf & Ay (1 KSallofvihgithe Sec@ity Kdaa&yen act proactively inimproving
processesnd identifying operational issues.

2.6 Information Overload

As securiy systems become more advancaad are capable of gathering more informatjdhere isan increasing need
for management systents filter and presenthat information in acontextual interpreted mannerlPSecurityCenter
approaches this problem ithree distinct ways:

1. Interfaces to intelligent systemgobject recognition etc)allowan irterpreted view on existing systengs¥ (i K I (i
Y2@Ay3d 2062S0G Aa F LISNER2YyZ y2i | OFNRO®

2. User management and contraldPSecurityCentesllows managers to define what operators view based on
advanced triggering and response planning. Operator statigtimgdeinsight into how &ective operators are
at dealing with the information presented to them.

3. Trend AnalysisIPSecurityCenteran be configured to identify trends in behaviour of objects in the system
6dzZaSNE X RSOAOSA& Si O diggerikgDasenaiiddiBes ad cald in f W indicatdsbadt a 2 F
card, 50 bad reads over an hour indicates bad card reader).

IPSecurityCentedtelivers the right information to the right people at the right time.
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3.0 IPSECURITYCENTER SOLUTION

IPSecurityCenteaims to address the issues within the control room environment by presenting the Operator and
Security Manager with a unified, homogeneous view on the entire execution of security policy.

To truly achieve an integrated control room environment the mgement software must address the following.

e Integration of Systemgboth hardware and software in a manner that is transparent to the end user).
e Process Integratiorfintegrating the human and machine processes used to execute the security policy).

e Management Information (providing timely and effective reports and statistics on the execution of the
security policy.

Management
Information

Systems Process
Integration Integration
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3.1 Management Information

Management Information is a key component in the next generation of control rot?S®curityCent€a dzy' A T A SR
approach to systems and process integration allows reports, statistics and performance metrics to be extracted from
the system in a coherent manner.

This information can then be fed back into the other components of t&ecurityCentesystem to affectnstant
change to the operators view or workload.

C2NJ SEFYLX S | LISNF2NXYIYyOS YSGNARO YlIé& 065 RSTAYSR (KI G
SEGNI NBa2dzNDS ARSeqirBySant@suld send ajérts MaSkcurianage¥rSthat this situation is
occurring to allow them to act. At the end of the month the Security Manager could extract a performance report
detailing when the times of heavy load occureallowing them to schedule future resource in a more approgriat
manner.

The data thatPSecurityCentanakes available for management information can be gathered &&tarnal data
stores be extracted fromiPSecurityCent€liaiternal audit logor beinjectedby the Security Manager as part of a
Response Plan deftion (IPSecurityCenteggrovides tools in the Response Plan Designer for logging user actions etc).

Reports can be defined through the Report Designer and run on a regular basis. Manual data can also be entered
throughIPSecurityCent&a L y OA R &i6w op&@ataxshaslog inrmation as incidents occur.

3.2 Systems Integration

Systems integration ilPSecurityCentezxtends beyond simply viewing information from different manufact@é
equipment. Through its approach tédiﬁ)arty device driverdP%®curityCenterallows the full functionality of each

AAAAA

O2yySOGSR aeaitsSy G2 0SS SELRASR UGUKNRAAK | dzyAFTASR Ay &
IPSecurityCentgrcan be viewed live, reviewed and exported through a single interfBBecurityCente@ & R NRA @S NJ
also allows for a fine grained level of control over the dewtigh the addition oflPSecurityCent€& ! t L A G & A {

possible for K] parties to implement their own drivers to attach additional systems tolt®ecurityCemetr framework.
By removing dependence on a particular manufact& S |j d4P$8¥uStyCénteallows Security Managers to

select best of breed productiPSecurityCentealso provides visualisation tools to enable an overview of all security
hardware aml software in the estate. Faults and issues can be easily identified and remedied.
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3.3 Process Integration

Process Integration involves linking up the human and machine processes used to execute the security policy. The
primary tool for implementing preess integration imPSecurityCentdas the Response Planner. This visual tool gives
Security Managers complete control over the execution of security pefioyn which information is presented, to how
operators should react, and what support they shob&lgiven to handle particular incidents.

By providing tools to move from traditional papleased to automated processé8SecurityCentamims to reduce the
possibility of human error, and allow Security Managers to achieve more with less resource. $&eBfzors allow for

the definition of setworkflowswithin the security policy execution (i.e. complete incident form after incident is
NBaz2f GSROU® ¢KSasS 2N} Ft2¢6a NB NBLISIGFEotS F ONRraa GKS
recognigble, repeatable processtsat are clearly defined.

AslPSecurityCenteds both a management platform and the execution platform thenedslisconnect between the
{ SOdzNAG& al ylIISNRaA GASg 2 7T-meaidg piodedsesan bodffiBd iniréaltitne addF  § K S
operational feedback is instantaneous.

This flow of information provides the structure for a mahgnamic approach to control room managememnasks and
incidents can be handled by the nearest available resogregherthana§ 6 A O SYP@ANRBYYSy (i 6KSN
be @ workstation. (2 LISNF2NY (GKA& NBfSQ®

IPSecurityCenteaalso enables operators teact collaborativelyo resolve incidents as they occur. A flexible process

can be implemented where operators work togethera@ss multiple workstationg increasingquality of response and
visibility.
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Holistic approach to Security Management

Management Information

Campaign Goals
Security Policy Planning

o]

T
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Q

v
s
€ IPSecurityCenter
2

Policy Execution

Hardware Independent
Interface

User Management and
Controls
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Security Policy Definition
and Implementation

Infi

Response Planning

n Management
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No barriers to information flow

System managers feed decisions and policies derived fi
management information directly into the frodine
2 LIS NI (i 2 N@riencedza SNJ SE LJ

IPSecurityCenter controls the whole procesisere are no
barriers to information flow in the control room.

e Greater control over policy execution.
e Easier to determine success/failure.
e Greater visibility when serious incidents

occur.

Actionable intelligence.
Security Managers define the performance metrics and
information to be gathered by IPSecurityCenter during t

execution of the policy.

Information gathered in real time can be used to
dynamically alter the end user experience.
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IPSecurityCentein Action

Security Management/Planner
Performance Metrics Defined ’ \
Operator Work - Assignment rowd Security Manager
€s Defines the goals of the system and what management

Security Policy
Planning/Definition information needs to be gathered.
Provides the security policy definition.

High - Level goals

Security Manager or Supplier

Implements the security policy using the IPSecurityCent
DesignersDesignerexist for different areas of

Lt {SOdz2NAG&/ SyidSNIIyR Oly

T
1
0
(]
E)
“w
-
c
S
v
<
=

IPSecurityCenter _
experience of the system.
Security Management or VAR
Response Plan Design
Operator GUI Design
A Operator
' : nition 7 A 7 P LA
R Vi g | [234 2yd2 Lt{SOdNRGa/ Sy (s
Operators react to|incidents incidentirom Design security policy as implemented. Response Plans
determine how incidents are resolved, the GUI
Management Information . .
aRbared the operator sees when using the system is
defined in the GUI Designer.

Operators interact with 3rd Party Management Information is gathered in line with the
Reports and Incident Forms that are defined.

hardware via IPSecurityCenter

© Computer Network Ltd 200 Pagel0of 20
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3.4 Example Scenario
1. Security Manager

a. Defines Security Policy, based on existing policies amcepures.

b. Defines metrics for succegs.g, Incidents must be resolved within 5 minutes.

c. Defines higHevel goalg; e.g. Increase operator efficiency (defined as incidents handled per hour) by
30%

d. Specifies what operators should be viewing and any cbnsty G & 2y
should be watching camera A betweertd YQ 2 NJ Wl 00Saa
2y Y2YAG2NI HQO

e. Defines what management informatidRSecurityCentet K2 dzf R ISy SN} GS So3od Yy 2
camerad SY SN} iSa + KAIK tS@St 2F Y20GA2y | tFN¥V¥aQ 2NJ
AaSNBAOSRQ®

KS dza SNJ Ay i SN
2y UNRBE AYyT2NY

O( [N

2. Security Manager oBupplier

¢CNryatliSa {SOdzNAGe al ylI I3SNR& RIBTesuyityCertedysfen. I YR 6
Security Policiesra translated into Visual Response Plans.

Requested Management Information is translated into Reports and Incident Forms

Enduser experience is defined using the GUI Designer.

3¢ party systems are setup usitigSecurityCentetrivers.

Any 3’ party data @cess required is configured.

~0 o0 o

3. Operator

a. Responsible for the execution of the security policy.
b. Must conform to the execution patterns defined by the Security Manager.
c. Management information is gathered to form the basis of Reports.

The entire process cawf course be automated and contain multiglgnamic(not hardcoded) elements.
For example:

e The Security Policy dictates that no one operator should be handling more than 3 incidents simultaneously.
However when a serious incident occurs the Operat@ wi & Y2 &G &aSyA2NJ Aa | aaA3IySF
I 2y GNRTE S NIDassigh teSponisiiliRes i@ the/cortt® roonhen the Incident is resolved the
operator ability to assign jobs is removed.

e Response plans to handle advanced crisis escalatiohecanplemented, for example, a fire occurs in 2 shop
units in a shopping centr@dwolPSecurityCentéperators begin handling the incident as the security policy
dictates. The fire spreads to the communal areas of the shomeinige the security policgow dictates a
different course of action (evacuate entzentred) = 620K hLISN} 6§2NDRa D! LQ& | NB oN
each is available to the other, the operators are now working collaboratively to solve the new, more
dangerous incident.
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3.5 Designer-Orientated Architecture

With such a broad range of deployment possibilities, and the differences in interpretation of security policy and
legislation,|PSecurityCenteallows the user to implerent, monitor anddemonstratecompliance to their own
particular policies.

To implement a particular security processe Security ManageBuppliewould use the Visual Response Plan
Designer to map out the actions that constitute the process. Designers exist for all key system operations, in particular,
Respose Planning, GUI construction, Report building and Incident Form design.

By giving the user or installer the tools to implement the policy, rather than imposing a set of functionality determined
by the software developetP SecurityCenteznsures that thee are as few systeimposed restrictions as possible. For
example, the Response Plan Designer provides the user with key components they can drag onto the design surface.
By dealing in generic concepts such as Trigygeetions and Role AssignmenBSearityCenterensures that specific
functionality is not tied to a particular device, and that knowledge gained is repeatable across the system.
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Visual Response Plan Designer

The Visual Response Plan (VRP) Designer is key to implementing Process ImteghatiéP SecurityCenteiThe VRP

5SaA3YSNI LINPGARSE | INFLKAOIE RSaAdy

functionality for the user to construct their policy. Fetample:

Workflow design

& dzNF | O Qriverda A YA £ | NJ

(= 2]

ERCIATDSS PRI e Populate dynamic
a4 NE XPBEJISEE 5 surface. :
shapes %] Overve - e 0957 By Gt Sita for Device | variables to Change
A T3 Get Ske For Device behaviour of the
v Wat >
response plan
.‘ Frmh
id’ Sergt Use the grid belows 10 map variabies i thes Respos U0 variabies in the Response Plan that i bevy
_.\‘_) Varatie Acton Vohu
= Reqaed
ih L W Harmng_Device ™ Cevce
iﬁ GoSb I8 Ste_Yo_Show i Ste
@ T W Cveck_Code @ Data
Q St
F.) Pobol Bukder
Label
Palette of \
security
processes.
Warnings, errors and
User itarfoce Shaoes corrective actions are
Action Shapes
System Shapes < shown
| Data Shages Ervors
| Marm Stack Shapes. -o -
Everk Shipes Qokmors | 1.0Warings | 00 Messares
T“‘m b_mw o Comective Action Noto—Tee poocly
1 cbfect selected. S cridev.com £\ cridev.

The elements in the VRIppearon the operators workstation in the form of questions, pop up messages, dialog
boxes, maps etc. Using the more advanced functionality within the VRP Dedigimpossible to build dynamic
Response Plans that react differently depending on the contexhiohwthey are operating (e.qg. if there are already

fiveincidents being handled then escalate to the administrator).
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Graphical User Interface Designer

The Graphical user Interface Designer provides an environment in which the GUI viewed by the oparabes

designed and manipulated.

% System Configuration - NOT FOR RESALL

o & 4B X g bead TsaRiEEHE WV Iy

Y )| overion- i B Tee 4 b X | Properties - (Fire) N
Ju% — | 230

== ) Commrscatesiarm v @ (events) - ): 2l

Porter 2 ¥ DesignSuface | Cvert Pages v %Bm-x-

- 0 Fire Alert = la: tnaiste Evacustion

L Jj e eccomt . Noame Commurscatedlam
(= I Alarm Address: ::;: -

a3 Aert Besporae Personned

@a—" iy s i B::‘Mmm —
&-—-‘ e saapaing il T e Evacuaton

Enh Py CommunicateAlarn

O Alert Response Team Personnel
Alert Emergency Services and report alarm location,
Drag & drop
. ergency Semvices notified .
Palette of visual = design surface.
Eg.w*-w_‘ components Response Team by SMS
i omatically alert ERT by SMS ]

| 2
[ Process Gudance [Triopers -
| Layous LK

LSepiations Cortrod Name Cortral Type Cvert et Page o™
‘i‘~"‘3’fﬂ"’* | Commnre stakoym 7] Condem Task W3 OutcomnSaiacted o
1 cbect selected. 8 Adwristrator Wi DemaServer cridev.com ) DemaServer.cridey.com

' ASNE OFy aSt80G FNRBY | fAal 2F WD'L O2ydNRfAaQ

SIaate

FyR LI I

ONBIiAy3a 0O02YY2y D! LTidgerdoarbe éeatied friorh &/énkat cr2ogeyr t | & 2 dzi

within the GUI (when the user clicks on a button for exampmleke a Trigger has been setup it is available to the rest

of the IPSecurityCentesystem and can initiate VRPs/run actions etc.

GUIs can also be constructed and controlled froithivw a VRR, meaning advanced dynamic interfaces can be created

that react and change depending on the current status of the system.
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Report Designer
IPSecurityCent€X a

rityCenter

gathered and presented in a standard report.
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Security Manager visibility of the devices or clients that were taking the majority of his operators time.

Incident Form Designer

While the Report Designer allows information to be extracted from the sydteenincident Fom Designer allows the
operators to enter information into the system when incide occur. Incident Forms aretl to data connections

setup inlPSecurityCenteand the information is sent directly to the database. Information entered via Incident Forms
isalsoavailable to the Report Designer.

Incident Forms can bdisplayedo the operators either manually or as part of a Response Plan, meaning operators
can be requested to fill out different forms as the incident they are handling develops.
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4.0 THIRD PARTY SYSTEMS INTEGRATION

Existing Security Management Systems

Existing security management applications impose a common layer of functionality when addréssarty3ystems. This inherently leads to scalability problems and
makes the system slow to agt to changing technologies.

Common Layer

The common layer dictates what functionality is available in the
edgedevice (CCTV camera, access control reader etc). For

example:
. - e CCTV Camera:
Exisitng Secirity Management System o Motion Detection: YES
0 MJPEG Video: YES

When the CCTV camera manufacturer implements, for example
directional motion detection, or MPEG video, the Existing Secur
Management $stem is not capable of exposing that functionality
Common Layer as the entirecommon layewould have to be modified to cope
with the change.

Functionality Dictated Downwards

In a fastchanging market the common layer approach limits agili
FYR AYy Ylyeé OFaSa YI(1Sa o&sS |
from the start.

- ccTv

Control
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Third party Systems Integrationi | PSecur i t YAgpeoadhe r 6 s

IPSecurityCent€¥a | LILINB | OK (2 aeadsSyvya AyGaSaNI A2y Aa shedrtypsplicRiand deibES gesicdbe &hi GopeR NRA F S NE
layers of the application what functionality is available; the need for a common layer is removed.

Generics

IPSecurityCenter deals in generics, meaning when setting up a device
wilnota I 8 WKSNB A& GKS S@gSyda L Ol
dA4SYR YSKQ Lt {SOdNARG&/ SyiSN G4KSy
generic way, making it possible to trigger or react to virtually any chan

in the edge device

Metadata and Personalities

Lt { SOdzNA(&/ SyiSNRa RNAGSNE RSao0
the device (receive events and set properties) but also how to display

IPSecurityCenter

data, and retrieve stored data, from the device.

¢tKS RNAOGSNE Oly a2 SEk¥eafnglYorsS
example, it is possible for the driver to tell IPSecurityCenter that a

OF YSNI Q& Y2dA2y RSGSOG2NJ Aa LI N
Lt { SOdzZNAGe/ SyGdSNRa GSNXAy2ft23e

In IPSecurityCentezdgedevice functionality is pushed upwards (rather than pushed downwards from an imposed common layetherdevice driver up to the
upper tiers of the application. To the end user this means:

e The full functionality of the device is exposed (camera menus, all events etc).

e The system is capable of adapting to changing technologies and additional devicerfalitgtiguickly.

e Triggers can be setup in the system on virtually any event or change on the edge device with a fine grained level of detail.

e Operators learn how to us¥’ SecurityCentesnce;this knowledge is then repeatable regardless of the underlyingcge
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