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1.0 INTRODUCTION 

 
The aim of this document is to explain the vision and rationale behind the development of IPSecurityCenter and its 
feature set.  
 
This document gives a high-level view of IPSecurityCenter. Starting by introducing the three elements forming the 
backbone of the system, it explains how the functionality of the application is divided, gives examples of the system in 
practice and concludes with an analysis of where individual system features sit. 
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2.0 CURRENT SITUATION 

2.1 Uncoupled Systems 

For many years security system manufacturers have used proprietary protocols as a means of locking the end-user into 
their technology. As physical security and IT converge, the concept of uncoupled systems is no longer acceptable. A new 
solution is needed that takes the principals established in the IT world, and applies them to physical security. 
IPSecurityCenterΩǎ ŀǇǇǊƻŀŎƘ ǘƻ ǎȅǎǘŜƳǎ ƛƴǘŜƎǊŀǘƛƻƴ ŜƴǎǳǊŜǎ ǘƘŀǘ ǘƘŜ Ŧǳƭƭ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ƻŦ ŀƭƭ ŎƻƴƴŜŎǘŜŘ ǎȅǎǘŜƳǎ ƛǎ 
exposed, and Security Managers can exploit this to protect and enhance their existing investments. 
 

2.2 Fragmented Information 

Control rooms process a great deal of information, often built up over many years of experience of how to react to a 
given situation. Most have paper-based security policy definitions, extensive training manuals and many sources of 
inbound information (CCTV, access control, BMS etc). This information is usually out-of-date, not readily available and 
fragmented.  
 
IPSecurityCenter unifies the presentation of this information. Using the Response Plan and GUI Designers, systems 
integrators/end-users can easily determine what information is available to which operator, and how that information 
is presented. 
 
The presentation of information from IPSecurityCenter goes beyond the control room. By communicating via SMS, 
email and telephony, IPSecurityCenter provides a holistic view of an incident and delivers vital information to and from 
response teams and stakeholders. By integrating with other business systems, such as HR, IPSecurityCenter can update 
and act upon changes to security status and threat automatically ς ensuring a consistent and auditable enterprise-wide 
security policy. 

 

2.3 Data Islands 

Many control rooms have resorted to bespoke systems for storing operational information such as incident forms and 
operator statistics. Much of the information used by operators is still paper-based (notes on a pin-board etc) and not 
linked to their operational workstation.  
 
IPSecurityCenter opens up access to this information and provides means of sending context based information to the 
ƻǇŜǊŀǘƻǊǎ ǿƘŜƴ ƛǘΩǎ ƴŜŜŘŜŘΦ  
 
For example, the control room has two databases, one with site contact information, and one with incident form data. 
IPSecurityCenter unifies these separate systems presenting the operator with site information when an alarm occurs and 
providing an interface for entering incident form data when the alarm is resolved. 
5ŀǘŀ ƛƴ ǘƘŜǎŜ ΨƛǎƭŀƴŘǎΩ Ŏŀƴ ŀƭǎƻ ōŜ ƛƴǘŜǊǊƻƎŀǘŜŘ ŀƴŘ ǾƛŜǿŜŘ ƛƴ ŀ ǳƴƛŦƛŜŘ ƳŀƴƴŜǊ - forming the basis of management 
reports. 
 

2.4 Security policy execution in the hands of untrained personnel 

The execution of a security policy should be just that, execution. When serious incidents occur there is no room for 
ambiguity or operator-interpretation of the policy. IPSecurityCenter ŀƭƭƻǿǎ ǘƘŜ ǎǘŀǘƛŎ ΨǘǊŀƛƴƛƴƎ ƳŀƴǳŀƭΩ ǘƻ ōŜ ǘǊŀƴǎƭŀǘŜŘ 
into Response Plans that govern which operators sees what, and how they are allowed to react to the unfolding 
situation. This gives the Security Manager much greater control over what is presented to operators and greatly aids 
accountability. 
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2.5 Difficult to extract management and operational Information 

Often operator efficiency and other management statistics are not readily available in the control room environment. In 
an IT-based call centre for example, the manager would have access to management statistics such as operator 
performance and call rates etc through the call-centre management system. IPSecurityCenter brings this level of 
granularity to the control room environment.  
 
Reports can be defined and scheduled, and metrics set. Response Plans can be setup to measure response time and 
ƻǘƘŜǊ ƻǇŜǊŀǘƛƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴΦ wŜǇƻǊǘǎ Ŏŀƴ ŀƭǎƻ ōŜ ŘŜŦƛƴŜŘ ŦƻǊ ƻǘƘŜǊ ƻǇŜǊŀǘƛƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴΣ ƛΦŜΦ ΨŘŜǾƛŎŜǎ ǘƘŀǘ 
generated the most error signŀƭǎ ƛƴ ǘƘŜ ƭŀǎǘ ƳƻƴǘƘΩ ς allowing the Security Manager to act pro-actively in improving 
processes and identifying operational issues. 
 

2.6 Information Overload 

As security systems become more advanced and are capable of gathering more information, there is an increasing need 
for management systems to filter and present that information in a contextual, interpreted manner. IPSecurityCenter 
approaches this problem in three distinct ways: 
 

1. Interfaces to intelligent systems (object recognition etc): allow an interpreted view on existing systems ς ΨǘƘŀǘ 
ƳƻǾƛƴƎ ƻōƧŜŎǘ ƛǎ ŀ ǇŜǊǎƻƴΣ ƴƻǘ ŀ ŎŀǊΩΦ 

 
2. User management and controls:  IPSecurityCenter allows managers to define what operators view based on 

advanced triggering and response planning. Operator statistics provide insight into how effective operators are 
at dealing with the information presented to them. 

 
3. Trend Analysis: IPSecurityCenter can be configured to identify trends in behaviour of objects in the system 
όǳǎŜǊǎΣ ŘŜǾƛŎŜǎ ŜǘŎύΦ ¢ƘŜǎŜ ǘǊŜƴŘǎ ŀƭƭƻǿ ŦƻǊ ΨǎƻŦǘΩ ǘǊiggering of scenarios (three bad card in a row indicates bad 
card, 50 bad reads over an hour indicates bad card reader). 

 
IPSecurityCenter delivers the right information to the right people at the right time. 
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3.0 IPSECURITYCENTER SOLUTION 

 
IPSecurityCenter aims to address the issues within the control room environment by presenting the Operator and 
Security Manager with a unified, homogeneous view on the entire execution of security policy. 
 
 
 
To truly achieve an integrated control room environment the management software must address the following.  
 

 Integration of Systems (both hardware and software in a manner that is transparent to the end user). 

 Process Integration (integrating the human and machine processes used to execute the security policy). 

 Management Information (providing timely and effective reports and statistics on the execution of the 
security policy.  
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3.1 Management Information 

Management Information is a key component in the next generation of control rooms. IPSecurityCenterΩǎ ǳƴƛŦƛŜŘ 
approach to systems and process integration allows reports, statistics and performance metrics to be extracted from 
the system in a coherent manner.  
 
This information can then be fed back into the other components of the IPSecurityCenter system to affect instant 
change to the operators view or workload. 
 
CƻǊ ŜȄŀƳǇƭŜ ŀ ǇŜǊŦƻǊƳŀƴŎŜ ƳŜǘǊƛŎ Ƴŀȅ ōŜ ŘŜŦƛƴŜŘ ǘƘŀǘ ΨƛŦ ƻǇŜǊŀǘƻǊǎ ŀǊŜ ƘŀƴŘƭƛƴƎ ƳƻǊŜ ǘƘŀƴ р ƛƴŎƛŘŜƴǘǎ ǎƛƳǳƭǘŀƴŜƻǳǎƭȅ 
ŜȄǘǊŀ ǊŜǎƻǳǊŎŜ ƛǎ ƴŜŜŘŜŘΩΦ Lƴ ǊŜŀƭ ǘƛƳŜ IPSecurityCenter could send alerts to Security Managers that this situation is 
occurring to allow them to act. At the end of the month the Security Manager could extract a performance report 
detailing when the times of heavy load occurred ς allowing them to schedule future resource in a more appropriate 
manner. 
 
The data that IPSecurityCenter makes available for management information can be gathered from external data 
stores, be extracted from IPSecurityCenterΩǎ internal audit log or be injected by the Security Manager as part of a 
Response Plan definition (IPSecurityCenter provides tools in the Response Plan Designer for logging user actions etc). 
 
Reports can be defined through the Report Designer and run on a regular basis. Manual data can also be entered 
through IPSecurityCenterΩǎ LƴŎƛŘŜƴǘ CƻǊƳǎ ǘƻ allow operators to log information as incidents occur. 

 

3.2 Systems Integration 

Systems integration in IPSecurityCenter extends beyond simply viewing information from different manufacturerΩǎ 
equipment. Through its approach to 3

rd
 party device drivers, IPSecurityCenter allows the full functionality of each 

ŎƻƴƴŜŎǘŜŘ ǎȅǎǘŜƳ ǘƻ ōŜ ŜȄǇƻǎŜŘ ǘƘǊƻǳƎƘ ŀ ǳƴƛŦƛŜŘ ƛƴǘŜǊŦŀŎŜΦ 5ŀǘŀ ǎǘƻǊŜŘ ƻƴ ŎƻƴƴŜŎǘŜŘ ǎȅǎǘŜƳǎ όǘŜǊƳŜŘ ΨǎǘƻǊŀƎŜΩ ƛƴ 
IPSecurityCenter) can be viewed live, reviewed and exported through a single interface. IPSecurityCenterΩǎ ŘǊƛǾŜǊ ƳƻŘŜƭ 
also allows for a fine grained level of control over the device. With the addition of IPSecurityCenterΩǎ !tL ƛǘ ǿƛƭƭ ōŜ 
possible for 3

rd
 parties to implement their own drivers to attach additional systems to the IPSecurityCenter framework. 

 
By removing dependence on a particular manufacturerΩǎ ŜǉǳƛǇƳŜƴǘ, IPSecurityCenter allows Security Managers to 
select best of breed products. IPSecurityCenter also provides visualisation tools to enable an overview of all security 
hardware and software in the estate. Faults and issues can be easily identified and remedied.  
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3.3 Process Integration 

Process Integration involves linking up the human and machine processes used to execute the security policy. The 
primary tool for implementing process integration in IPSecurityCenter is the Response Planner. This visual tool gives 
Security Managers complete control over the execution of security policy - from which information is presented, to how 
operators should react, and what support they should be given to handle particular incidents. 
 
By providing tools to move from traditional paper-based to automated processes IPSecurityCenter aims to reduce the 
possibility of human error, and allow Security Managers to achieve more with less resource. Response Plans allow for 
the definition of set workflows within the security policy execution (i.e. complete incident form after incident is 
ǊŜǎƻƭǾŜŘύΦ ¢ƘŜǎŜ ǿƻǊƪŦƭƻǿǎ ŀǊŜ ǊŜǇŜŀǘŀōƭŜ ŀŎǊƻǎǎ ǘƘŜ ǎȅǎǘŜƳ ŀƴŘ ŀƭƭƻǿ ǘƘŜ ƻǇŜǊŀǘƻǊǎΩ ŘǳǘƛŜǎ ǘƻ ōŜ ǎŜƎƳŜƴǘŜŘ ƛƴǘƻ 
recognisable, repeatable processes that are clearly defined. 
 
As IPSecurityCenter is both a management platform and the execution platform there is no disconnect between the 
{ŜŎǳǊƛǘȅ aŀƴŀƎŜǊΩǎ ǾƛŜǿ ƻŦ ǘƘŜ ǎȅǎǘŜƳ ŀƴŘ ǘƘŀǘ ƻŦ ǘƘŜ ƻǇŜǊŀǘƻǊ - meaning processes can be modified in real time and 
operational feedback is instantaneous. 
 
This flow of information provides the structure for a more dynamic approach to control room management. Tasks and 
incidents can be handled by the nearest available resource ς rather than a sǘŀǘƛŎ ŜƴǾƛǊƻƴƳŜƴǘ ǿƘŜǊŜ ΨƻǇŜǊŀǘƻǊ ! Ƴǳǎǘ 
be at workstation . ǘƻ ǇŜǊŦƻǊƳ ǘƘƛǎ ǊƻƭŜΩΦ 
 
IPSecurityCenter also enables operators to react collaboratively to resolve incidents as they occur. A flexible process 
can be implemented where operators work together across multiple workstations ς increasing quality of response and 
visibility. 
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Holistic approach to Security Management 
 
 
 

No barriers to information flow 

System managers feed decisions and policies derived from 
management information directly into the front-line 
ƻǇŜǊŀǘƻǊǎΩ ǳǎŜǊ ŜȄǇerience.  
 
IPSecurityCenter controls the whole process - there are no 
barriers to information flow in the control room. 
 

 Greater control over policy execution.  

 Easier to determine success/failure. 

 Greater visibility when serious incidents 
occur. 

 

Actionable intelligence. 

Security Managers define the performance metrics and 
information to be gathered by IPSecurityCenter during the 
execution of the policy. 
 
Information gathered in real time ς can be used to 
dynamically alter the end user experience. 
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IPSecurityCenter in Action 
 

Security Manager 

Defines the goals of the system and what management 
information needs to be gathered. 
Provides the security policy definition. 
 
 
 

Security Manager or Supplier 

Implements the security policy using the IPSecurityCenter 
Designers. Designers exist for different areas of 
Lt{ŜŎǳǊƛǘȅ/ŜƴǘŜǊ ŀƴŘ Ŏŀƴ ŎƻƴǘǊƻƭ ǘƘŜ ƻǇŜǊŀǘƻǊΩǎ 
experience of the system. 
 
 

Operator 

[ƻƎǎ ƻƴǘƻ Lt{ŜŎǳǊƛǘȅ/ŜƴǘŜǊ ŀƴŘ ŀŎǘƛƻƴǎΩ ǘƘŜ 
security policy as implemented. Response Plans 
determine how incidents are resolved, the GUI 
the operator sees when using the system is 
defined in the GUI Designer. 
Management Information is gathered in line with the 
Reports and Incident Forms that are defined. 
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3.4 Example Scenario 

1. Security Manager 
 

a. Defines Security Policy, based on existing policies and procedures. 
b. Defines metrics for success ς e.g., Incidents must be resolved within 5 minutes. 
c. Defines high-level goals ς e.g. Increase operator efficiency (defined as incidents handled per hour) by 

30% 
d. Specifies what operators should be viewing and any constrŀƛƴǘǎ ƻƴ ǘƘŜ ǳǎŜǊ ƛƴǘŜǊŦŀŎŜ ŜΦƎΦ ΨƻǇŜǊŀǘƻǊǎ 

should be watching camera A between 5-сŀƳΩ ƻǊ ΨŀŎŎŜǎǎ ŎƻƴǘǊƻƭ ƛƴŦƻǊƳŀǘƛƻƴ Ƴǳǎǘ ŀƭǿŀȅǎ ōŜ ǾƛǎƛōƭŜ 
ƻƴ ƳƻƴƛǘƻǊ нΩΦ 

e. Defines what management information IPSecurityCenter ǎƘƻǳƭŘ ƎŜƴŜǊŀǘŜ ŜΦƎΦ ΨƴƻǘƛŦȅ ƳŜ ǿƘŜƴ ŀƴȅ 
camera ƎŜƴŜǊŀǘŜǎ ŀ ƘƛƎƘ ƭŜǾŜƭ ƻŦ Ƴƻǘƛƻƴ ŀƭŀǊƳǎΩ ƻǊ ΨǇǊƻŘǳŎŜ ŀ ǿŜŜƪƭȅ ǊŜǇƻǊǘ ƻŦ ǘƘŜ ŎǳǎǘƻƳŜǊǎ L ƘŀǾŜ 
ǎŜǊǾƛŎŜŘΩΦ 

 
2. Security Manager or Supplier 
 

a. ¢ǊŀƴǎƭŀǘŜǎ {ŜŎǳǊƛǘȅ aŀƴŀƎŜǊΩǎ ŘŜŦƛƴƛǘƛƻƴǎ ŀƴŘ ǿŀƴǘǎ ƛƴǘƻ ƻōƧŜŎǘǎ ǿƛǘƘƛƴ ǘƘŜ IPSecurityCenter system. 
b. Security Policies are translated into Visual Response Plans. 
c. Requested Management Information is translated into Reports and Incident Forms 
d. End-user experience is defined using the GUI Designer. 
e. 3

rd
 party systems are setup using IPSecurityCenter drivers. 

f. Any 3
rd

 party data access required is configured. 
 

3. Operator 
 

a. Responsible for the execution of the security policy. 
b. Must conform to the execution patterns defined by the Security Manager. 
c. Management information is gathered to form the basis of Reports. 

 
The entire process can of course be automated and contain multiple dynamic (not hard-coded) elements.  
 
For example: 
 

 The Security Policy dictates that no one operator should be handling more than 3 incidents simultaneously. 
However when a serious incident occurs the Operator whƻ ƛǎ Ƴƻǎǘ ǎŜƴƛƻǊ ƛǎ ŀǎǎƛƎƴŜŘ ǘƘŜ ΨaŀƧƻǊ LƴŎƛŘŜƴǘ 
/ƻƴǘǊƻƭƭŜǊΩ ǊƻƭŜ ŀƴŘ Ŏŀƴ ǊŜ-assign responsibilities in the control room. When the Incident is resolved the 
operator ability to assign jobs is removed. 

 

 Response plans to handle advanced crisis escalation can be implemented, for example, a fire occurs in 2 shop 
units in a shopping centre. Two IPSecurityCenter Operators begin handling the incident as the security policy 
dictates. The fire spreads to the communal areas of the shopping centre, the security policy now dictates a 
different course of action (evacuate entire centreύΣ ōƻǘƘ hǇŜǊŀǘƻǊΩǎ D¦LΩǎ ŀǊŜ ōǊƻǳƎƘǘ ǘƻƎŜǘƘŜǊ ŀƴŘ Řŀǘŀ ŦǊƻƳ 
each is available to the other, the operators are now working collaboratively to solve the new, more 
dangerous incident. 
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3.5 Designer-Orientated Architecture 

 
With such a broad range of deployment possibilities, and the differences in interpretation of security policy and 
legislation, IPSecurityCenter allows the user to implement, monitor and demonstrate compliance to their own 
particular policies. 
 
To implement a particular security process, the Security Manager/Supplier would use the Visual Response Plan 
Designer to map out the actions that constitute the process. Designers exist for all key system operations, in particular, 
Response Planning, GUI construction, Report building and Incident Form design. 
 
By giving the user or installer the tools to implement the policy, rather than imposing a set of functionality determined 
by the software developer, IPSecurityCenter ensures that there are as few system-imposed restrictions as possible. For 
example, the Response Plan Designer provides the user with key components they can drag onto the design surface. 
By dealing in generic concepts such as Triggers, Actions and Role Assignments, IPSecurityCenter ensures that specific 
functionality is not tied to a particular device, and that knowledge gained is repeatable across the system. 
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Visual Response Plan Designer 

The Visual Response Plan (VRP) Designer is key to implementing Process Integration within IPSecurityCenter. The VRP 
5ŜǎƛƎƴŜǊ ǇǊƻǾƛŘŜǎ ŀ ƎǊŀǇƘƛŎŀƭ ŘŜǎƛƎƴ ǎǳǊŦŀŎŜ όǎƛƳƛƭŀǊ ǘƻ ǘƘŀǘ ƻŦ aƛŎǊƻǎƻŦǘ ±ƛǎƛƻύ ŀƴŘ ŀ ΨǇŀƭŜǘǘŜΩ ƻŦ ǘŜƳǇƭŀǘŜ-driven 
functionality for the user to construct their policy. For example: 
 

 
 

The elements in the VRP appear on the operators workstation in the form of questions, pop up messages, dialog 
boxes, maps etc. Using the more advanced functionality within the VRP Designer, it is possible to build dynamic 
Response Plans that react differently depending on the context in which they are operating (e.g. if there are already 
five incidents being handled then escalate to the administrator). 
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Graphical User Interface Designer 

The Graphical user Interface Designer provides an environment in which the GUI viewed by the operators can be 
designed and manipulated. 

 

 
 
¦ǎŜǊǎ Ŏŀƴ ǎŜƭŜŎǘ ŦǊƻƳ ŀ ƭƛǎǘ ƻŦ ΨD¦L ŎƻƴǘǊƻƭǎΩ ŀƴŘ ǇƭŀŎŜ ǘƘŜƳ ƻƴǘƻ ǘƘŜ D¦L ǎǳǊŦŀŎŜ ƛƴ ŀƴȅ ƻǊŘŜǊΦ ¢ƻƻƭǎ ŀǊŜ ǇǊƻǾƛŘŜŘ ŦƻǊ 
Ŝŀǎƛƭȅ ŎǊŜŀǘƛƴƎ ŎƻƳƳƻƴ D¦LΩǎ όǿƛǘƘ ǘŀōƭŜǎκƪƴƻǿƴ ƭŀȅƻǳǘǎ ŜǘŎύΦ Triggers can be created from events that can occur 
within the GUI (when the user clicks on a button for example); once a Trigger has been setup it is available to the rest 
of the IPSecurityCenter system and can initiate VRPs/run actions etc. 
 
GUIs can also be constructed and controlled from within a VRP ς meaning advanced dynamic interfaces can be created 
that react and change depending on the current status of the system. 
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Report Designer 

IPSecurityCenterΩǎ ǊŜǇƻǊǘ ŘŜǎƛƎƴŜǊ ŀƭƭƻǿǎ Řŀǘŀ ŦǊƻƳ IPSecurityCenterΩǎ ŀǳŘƛǘ ƭƻƎ ŀƴŘ ǘƘƛǊŘ ǇŀǊǘȅ Řŀǘŀ ǎǘores to be 
gathered and presented in a standard report.  
 

 
 

wŜǇƻǊǘǎ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ŘƛǎǇƭŀȅ aŀƴŀƎŜƳŜƴǘ LƴŦƻǊƳŀǘƛƻƴΣ ŦƻǊ ŜȄŀƳǇƭŜ ŀ ǊŜǇƻǊǘ ŎƻǳƭŘ ōŜ ŘŜŦƛƴŜŘ ŀǎ ΩǘƻǇ мл ŘŜǾƛŎŜǎ 
ƎŜƴŜǊŀǘƛƴƎ ǘƘŜ Ƴƻǎǘ Ƴƻǘƛƻƴ ŘŜǘŜŎǘƛƻƴ ŀƭŀǊƳǎΩΣ ǘƘƛǎ ǊŜǇƻǊǘ ŎƻǳƭŘ ōŜ ǎŎƘŜŘǳƭŜŘ ǘƻ Ǌǳƴ on a periodic basis giving the 
Security Manager visibility of the devices or clients that were taking the majority of his operators time. 

Incident Form Designer 

While the Report Designer allows information to be extracted from the system, the Incident Form Designer allows the 
operators to enter information into the system when incidents occur. Incident Forms are tied to data connections 
setup in IPSecurityCenter and the information is sent directly to the database. Information entered via Incident Forms 
is also available to the Report Designer. 
 
Incident Forms can be displayed to the operators either manually or as part of a Response Plan, meaning operators 
can be requested to fill out different forms as the incident they are handling develops. 
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4.0 THIRD PARTY SYSTEMS INTEGRATION 

Existing Security Management Systems 

 
Existing security management applications impose a common layer of functionality when addressing 3

rd
 party systems. This inherently leads to scalability problems and 

makes the system slow to adapt to changing technologies. 

 
 

Common Layer 

The common layer dictates what functionality is available in the 
edge device (CCTV camera, access control reader etc). For 
example: 

 CCTV Camera: 
o Motion Detection:  YES 
o MJPEG Video:   YES 
 

When the CCTV camera manufacturer implements, for example, 
directional motion detection, or MPEG video, the Existing Security 
Management System is not capable of exposing that functionality 
as the entire common layer would have to be modified to cope 
with the change. 
 
In a fast-changing market the common layer approach limits agility 
ŀƴŘ ƛƴ Ƴŀƴȅ ŎŀǎŜǎ ƳŀƪŜǎ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜ ƻōǎolete 
from the start. 
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Third party Systems Integration ï IPSecurityCenterôs Approach 

 
IPSecurityCenterΩǎ ŀǇǇǊƻŀŎƘ ǘƻ ǎȅǎǘŜƳǎ ƛƴǘŜƎǊŀǘƛƻƴ ƛǎ ǉǳƛǘŜ ŘƛŦŦŜǊŜƴǘΦ ¢ƘŜ ŘǊƛǾŜǊǎ ǊŜǇǊŜǎŜƴǘƛƴƎ ǘƘŜ ƛƴŘƛǾƛŘǳŀƭ security applications or devices describe to the upper 
layers of the application what functionality is available; the need for a common layer is removed. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
In IPSecurityCenter edge-device functionality is pushed upwards (rather than pushed downwards from an imposed common layer) from the device driver up to the 
upper tiers of the application. To the end user this means: 

 The full functionality of the device is exposed (camera menus, all events etc). 

 The system is capable of adapting to changing technologies and additional device functionality quickly. 

 Triggers can be setup in the system on virtually any event or change on the edge device with a fine grained level of detail. 

 Operators learn how to use IPSecurityCenter once; this knowledge is then repeatable regardless of the underlying device. 

Generics 

IPSecurityCenter deals in generics, meaning when setting up a device it 
will not ǎŀȅ ΨƘŜǊŜ ƛǎ ǘƘŜ ŜǾŜƴǘǎ L Ŏŀƴ ǊŜŎŜƛǾŜΩ ōǳǘ ΨǿƘŀǘ ŜǾŜƴǘǎ Ŏŀƴ ȅƻǳ 
ǎŜƴŘ ƳŜΚΩ Lt{ŜŎǳǊƛǘȅ/ŜƴǘŜǊ ǘƘŜƴ ŜȄǇƻǎŜǎ ǘƘŜǎŜ ŜǾŜƴǘǎ ŀƴŘ ǇǊƻǇŜǊǘƛŜǎ ƛƴ ŀ 
generic way, making it possible to trigger or react to virtually any change 
in the edge device.  

Metadata and Personalities 

Lt{ŜŎǳǊƛǘȅ/ŜƴǘŜǊΩǎ ŘǊƛǾŜǊǎ ŘŜǎŎǊƛōŜ ƴƻǘ ƻƴƭȅ Ƙƻǿ ǘƻ ΨŎƻƳƳǳƴƛŎŀǘŜΩ ǿƛǘƘ 
the device (receive events and set properties) but also how to display live 
data, and retrieve stored data, from the device. 
 
¢ƘŜ ŘǊƛǾŜǊǎ Ŏŀƴ ŀƭǎƻ ŜȄǇƻǎŜ ΨƳŜǘŀŘŀǘŀΩ ŀōƻǳǘ ǘƘŜ ŘŜǾƛŎŜ ς meaning, for 
example, it is possible for the driver to tell IPSecurityCenter that a 
ŎŀƳŜǊŀΩǎ Ƴƻǘƛƻƴ ŘŜǘŜŎǘƻǊ ƛǎ ǇŀǊǘƛŎǳƭŀǊƭȅ ƛƴŜŦŦŜŎǘƛǾŜ ǳƴŘŜǊ м ƭǳȄΦ 
Lt{ŜŎǳǊƛǘȅ/ŜƴǘŜǊΩǎ ǘŜǊƳƛƴƻƭƻƎȅ ŦƻǊ ǘƘƛǎ ƛǎ ΨŘŜǾƛŎŜ ǇŜǊǎƻƴŀƭƛǘƛŜǎΩΦ 


